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The technological development that took place in the mid-nineties created a real revolution in the world 

of communication. The Internet has spread worldwide and since its inception the world has turned into 

a small village where it became easier to transfer experience and knowledge. (Hindi) Further, the 

Internet is glorified by its rapid spread and acceptance amongst people, influence on people’s lives, 

along with its diversity and magnitude of the nature and size of information that can be accessed at any 

time and place. (Salem, 2002) 

Thus, we can call the current era “the era of media influences” because digital media produced the so-

called multi-media. This has become the strongest and most powerful controller of people’s minds and 

emotions through the content that they want to deliver to the public audience. Additionally, information 

can be easily accessed due to the abundance and diversity of media sources. (Al-Loz, 2012) Further, 

social networking sites are one of the productions of this new media and are considered to be the most 

important electronic revolution. It is one of the modern means through which millions communicate 

with one another. The fact that these networks are characterized by interactivity in addition to 

contributing to the convergence of geography, made it easier for people to communicate with each 

other without spatial or temporal obstacles. More advantages include its role in bringing people’s 

perspectives closer together , easily exchanging  of information, forming relationships, along with many 

others. (Qutbi, 2017) Despite the numerous advantages, these networks negatively affected the media 

flow by wrongly using them such as, chaotically transferring and exchanging information, spreading 

rumors, and bullying. Since citizen journalism is not subjected to any professional standards or 

geographical laws, it is necessary for self-regulation tools to be activated. What do we mean by social 

networking sites and self-regulation? What self-regulation principles might be appropriate for social 

media? Did these networks deepen the gap in social relations and how? What is the role of public 

institutions and unions in drafting codes of conduct regarding the safe use of digital media? How can we 

organize these networks? These are the questions that we will try to answer in this paper.   

Self-Regulation and its Principles 

The concept of journalistic ethics is not recent, but rather it originated in 1916 in Sweden and then 

moved to France. Nermin Al-Azraq identified several mechanisms through which journalists can protect 

the ethics of the profession, maintain and ensure its independence, and guarantee the protection of the 

media sector from government intervention through the concept of self-regulation of social media. 

These mechanisms are represented through: press councils, mother and Dasman, journalists’ unions, 

and press codes of honor. These mechanisms rely on ethical rather than legislative norms in the sense 

that they recognize disciplinary rather than criminal sanctions. They also rely on ethical rather than 

legislative norms in the sense that they recognize disciplinary rather than criminal sanctions. 



Importantly, the media has resorted to self-regulatory tools and mechanisms to reduce government 

interference in their work and maintain their independence.  

Self-regulation is a set of rules and principles set by journalists or media organizations to guide them in 

which they are supposed to be binding on those who set them. (Dohan, 2018) 

According to the guide, “Self-regulation of Social Media,” issued by the Security Co-operation Council in 

Europe, self-regulation is practiced by journalists themselves in the sense that they have full 

responsibility and the full right to maintain their independence in the content which they publish and 

contribute to. (Al-Watan, 2014) 

However, self-regulation principles are a set of rules and guidelines that are written in the codes of 

ethics drafted by journalists, media institutions, and unions. These codes outline the rights of journalists 

and the standards and principles that need to be followed. Further, these codes vary across cultures and 

legislation.  (Al-I’lami, 2016) 

For example, the Palestinian Journalists Syndicate has published ethical instructions on its website. 

(Dohan D., 2018) 

The Organization for Security and Co-operation in Europe (OSCE) attributes our need for self-

regulation to the following: 

* It benefits journalists, increases public confidence in the media as it monitors its mistakes, and 

provides readers with opportunities to criticize the extent to which they adhere to the principles and 

standards set in their ethical codes. Also, it guarantees journalists to be independent and be tried by 

their colleagues, not by the government.  

* Journalists benefit from reading, as it allows them to object to the content for free.  

* It contributes to the independence of the media and thus, the mistakes committed by journalists are 

punishable by their colleagues and the judicial authorities are not allowed to interfere. 

* Adherence to the standards and principles laid down in ethical codes reduces the chances of state 

intervention in the media sector. 

Despite the importance of self-regulation of the media, the resulting codes of conduct and ethical norms 

may not constitute a guarantee for an independent, high-quality press. (Al-Daleel al- I’lami, 2016) 

Perhaps one of the most important reasons for resorting to self-regulation mechanisms is the 

proliferation of social media sites that have become an alternative media and the result of many 

problems, the most important of which is not adhering to the ethics of the profession. Other problems 

include: the production of content that has new producers where the journalist does not have sole 

control of the content or the partnership, the interaction between the public and the rest of the media, 

and the emergence of amateur and citizen journalism, which now transmits all information available 



without adhering to any standards.  Extortion and defamation have lost this kind of media credibility and 

integrity. (Mas’od, 2019)  

Dr. Rady Zaher knows the social networking sites that have been launched since 1995 with 

Classmates.com and in 1997 the Six Degrees.com website was created. 

It is “a system of electronic networks that allows the subscriber to create his own website, and then 

connect it through an electronic social system with other members that acquire similar interests.” 

(Soliman, 2016) 

The types of social networks are divided into three types: 

1- Social networks, which are used to exchange information between individuals such as Facebook and 

LinkedIn. 

2- Media networks, which are used to exchange audio and video documents, such as YouTube, Flickr and 

Instagram. 

3- News networks and blogs that publish the news in a short and straightforward way in which there is a 

word limit like Twitter. (Al-Arabiya, 2016) 

In the latest reports for Hootsuite and We Are Social on the number of Internet users and social media 

for 2018, there was a noticeable rise in Internet and social media users. The main points of the report 

are as follows: 

1- Growth in the number of Internet users by 8% (300 million) compared to the same period in 2017, 

where they now number 4.1 billion Internet users around the world. 

2- Social Media / Social Media users increased by 328 million by 11% compared to the same period in 

2017, where they now reach 3.356 billion monthly users of social media sites (Facebook, Twitter, and 

LinkedIn). 

3- Increase in the number of mobile phone users by 1% estimated at 37 million users, where they now 

number 5.089 billion users.  

4- Increase in the number of users of social media sites through mobiles by 11% which is estimated at 

316 million users, where they currently number 3.096 billion users around the world.  

 

 

 

 

 



 

The ranking of the sites that attract the most visitors according to my site Alexa, Similarweb tops the 

search engine, Google, and the video site, YouTube. As for social media applications, Facebook, Twitter 

and Instagram are the most sites to attract visitors. 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

The number of users and accounts used monthly on social networking sites: Facebook has 2.196 billion 

accounts, YouTube has 1.900 billion accounts, Whatsapp has 1.500 billion accounts, Facebook 

Messenger has 1.300 billion accounts, and Instagram has 1 billion accounts. 

 

 

 

 

 

 

 

 



 

 

 

 

(Simon, 2019) 

In light of the growing number of users on social networking sites and despite the advantages that we 

talked about earlier, social media affected friendships and severed relations between friends and family. 

For example, the lack of interaction with some individuals’ posts and publications, failure to respond 

promptly to messages, and the communication to certain people alone, often led to the severance of 

their relations. It also impacted family relations where it was the cause of family disintegration and 

divorce of many couples because of the large number of men sitting on these networks and the 

establishment of relationships with girls and vice versa inside chat rooms. Reports showed that one third 

of the divorces that occurred in Britain in 2011 were due to Facebook where inappropriate messages 

were sent to the partner. (Al-Rashed, 1436) 

Here, we will discuss a number of communicative diseases and violations that have emerged from social 

networking sites in which self-regulation may be a solution.  

Result of Adverse Reactions: 

We followed the case of the late Esraa Gharib and how these platforms played a key role in allowing this 

issue to become known on an international level. It has become a global issue of public opinion in which 

many celebrities from the Arab world showed their sympathy.  However, what was published on these 



platforms by individuals lacked credibility and professionalism because the information was not checked 

and was copied from others. Further, there were numerous interpretations for Esraa’s case which 

prompted the judiciary to take action, especially when the results of the press conference held by the 

prosecution proved the validity of some information and the incorrectness of the other. Some media 

organizations published investigations and interviews with people suspected of involvement in the 

crime while they are under investigation, which is contrary to the professional ethics.  

As a result of this case, which constituted the issue of public opinion, a group of women formed the 

feminist movement, “Talat,” in several Palestinian cities and some Arab and European countries. It was 

established because of the increasing cases of violence and murder against women by their families due 

to the so-called “honor killings.”  

On the contrary, the reactions and comments about this movement were negative where the public’s 

focus was on what the women were wearing rather than on the essence of the subject.  

Bullying: 

We saw the bullying that the liberated prisoner, Ahed al-Tamimi, faced when she said in an interview 

that she is dancing and playing with the female prisoners in the context of talking about the torture and 

injustice of prisoners in Israeli jails. Although this method is used as a challenge for the prisoner, this 

part of the interview was cut off and she was accused of glorifying the image of Israeli prisons. Ahed was 

exploited by the media, perhaps because of her features, which are very similar to the women of 

Europe. Even though Ahed received a lot of fame, she was also constantly bullied.  

Electronic Blackmail: 

There are many cases of electronic extortion dealt with by the Cybercrime Unit in the police, including 

the arrest of anyone with the charges of electronic extortion using 60 fake accounts on Facebook to 

threaten and blackmail girls for not posting their pictures onto Facebook. After his arrest, the police will 

seize the electronic devices that were used and contained hundreds of personal photos of women and 

girls.  

Defamation: 

The Facebook group, “Do You Know Him” (ps) was set up to educate girls about electronic blackmail in 

which many of those who were subjected to electronic blackmail got their justice.  This group was 

responsible for destroying many relationships due to the defamation that was made against many 

males. Moreover, the group publishes images of males and asks females to provide any information they 

know about him, but they did not take into account that many of those who had their pictures published 

also had sisters, wives and mothers who belonged to this group. Consequently, those who saw the 

photos of their relatives published on this site led to many problems within Palestinian families and 

resulted in distrust towards men.  

Hate Speech: 



A speech from a university professor recently called for marrying beautiful women for better eugenics 

and to remain at a distance from non-beautiful women. This caused a sensation as it affected human 

dignity and is considered discrimination on the basis of appearance and gender. Since he is a university 

professor, he should set a non-discriminatory example to many. Although he deleted the post and 

apologized, this hate speech caused great dissatisfaction.    

Social networking sites played an important role in lobbying, advocacy and making many issues a 

priority. These platforms even brought down the Arab political systems represented by the Arab Spring 

and therefore, we cannot overlook the importance of them. 

Due to the result of the emergence of citizen journalism, non-adherence to any standards or ethics, 

bullying, electronic blackmail, negative reactions and comments, defamation, the spread of hate speech, 

along with other methods that have greatly impacted the society, they made us think clearly about the 

significance of self-regulation of social media.  

In this context, journalist Bakr Abdel-Haq launched an initiative on Facebook to verify the credibility of 

the information, photos, and names that appear in the Palestinian media, which are published as facts, 

but are proved to be the opposite later on.  Abu Bakr said in an interview: “With regard to the absence 

of self-regulation of social media, it inevitably leads to chaos in publishing from time to time, especially 

during the climax of events that the Palestinian Territories go through because of the occupation. Users 

seek rapid dissemination of information or news material without checking its accuracy and credibility. 

When we talk about self-regulation, we are talking about a set of ethical principles that serve as a 

reference for an activist or user away from the state and legislation. That is to say, the publisher 

(regardless of his status as a journalist, activist, or employee) undertakes to abide by the minimum 

guidelines concerning ethics, accuracy, and rules governing personal rights.” 

Regarding the quality of content, he adds: “Certainly there will be a difference in the quality of the 

content produced by users on social media, in the presence of self-regulation, because its presence 

means awareness and knowledge of users and activists of the rights of readers. The basic principles that 

guide the dissemination process are first and foremost credibility. This also means taking into account 

the avoidance of exaggeration, distortion and falsification of facts, or the publication of painful images 

such as images of victims, immoral images, or violations of the right to a private life. It should be noted 

here that the existence of self-regulation is much better than the existence of laws enacted by the State 

and accompanied by punitive and deterrent procedures, which are usually loose in character. Self-

regulation ensures that freedom of publication is not compromised under the pretext of law 

enforcement. " 

Regarding the effectiveness of self-regulation, Abu Bakr commented: “The principles of self-regulation 

are more efficient than the law. The law is bound by punishment and action, while self-regulation is 

based on the user’s convictions and awareness of social responsibility in publishing and the obligation to 

follow the publishing ethics.” 

Dr. Hassan Dohan agreed with the reporter Bakr Abdel Haq, who said: "The lack of implementation of 

self-regulation tools in Palestine has led to chaos in the media. But the question remains what are the 



tools of self-regulation? Certainly, they are the charters of honor and the codes of conduct which are 

still just ink on paper because of the Journalists Syndicate’s weakness which resulted from the hateful 

division. There is a big difference between the commitment to the ethics of the profession and non-

compliance in two cases: a state of discipline and commitment to good media practice or a state of 

chaos and rumors that threatens the social fabric. He adds: Technological development certainly 

acquires a positive impact if it is used to serve the ethics system.”  

Regarding the effectiveness of self-regulation tools, he states:  “Laws are restrictions that should not be 

imposed on a journalist. The teaching of social responsibility allows journalists to become decision-

makers and publish what serves the people and the nation without threatening the social fabric.” 

The Journalists' Syndicate, in cooperation with the Media Development Center, has also created a code 

of ethics and published it on its website. 

Recommendations: 

** Check the credibility of the information before publishing it. 

** Intensify awareness campaigns and educational sessions for the community about communicable 

diseases that social media may cause. 

** Educational meetings for all segments of society on media ethics. 

**Educational meetings by civil society organizations working in freedom of opinion and media 

regarding the ethics of social communication. 

 ** Centers working on media and public opinion cases should propose a code of conduct for citizen 

journalism. 

** Include this code in all of the publishing ethics and the future code of ethical behavior for journalists.  

** Focus on the proposed codes of conduct to not share publications that include defamation, bullying, 

hate speech, and other communicative diseases. 

** We recommend expanding work on digital security to protect the privacy of individuals from 

extortion or misinformation. 

** Launch codes of ethics for individuals. 

** Launch of institutional platforms to verify information and to check the status of social networks with 

periodic reports. 

 

 

 



 

 

Citation: 

, ا. ) 2016اإلعالمي , september 14). Retrieved  2019, 4أكتوبر , from https://bit.ly/310c2gr 

, م. ا. ) 2016الدليل اإلعالمي , september 14). Retrieved  2019, 27ايلول , from https://bit.ly/310c2gr 

2016العربية, ا. ا. ) , April).  ي ي العالم العرب 
 
2019, 4اكتوبر  Retrieved .تطور استخدامات مواقع التواصل اإلجتماعي ف , from 

https://bit.ly/2AWBWHi 

اطوريات (. 2012الوز, ه. ) اإلعالم أدوار وامب  . In اطوريات  .الجزائر .(p. 13،14)ه. الوز, اإلعالم ادوار وامب 

ي 2014الوطن. ) ي يضبط اإلعالم األوروب 
(. التنظيم الذاب  . 

31 7, 2018بدر, ش. ) ). Retrieved  2019, 4اكتوبر , from https://bit.ly/3222PFM 

ي وسا2018دوحان, د. )
ي ف 
جامعة ببر زيت -ئل اإلعالم الفلسطينية وصحافة المواطن. رام هللا: مركز تطوير اإلعالم(. التنظيم الذاب  . 

ي وسائل اإلعالم الفلسطينية و صحافة المواطن.رام هللا: مركز تطوير اإلعالم2018دوحان, د. ح. )
ي ف 
(. التنظيم الذاب  . 

الدول العربية(. عرص الميديا الجديدة.منشورات اتحاد إذاعات 2016سليمان, ا. ع. )  . 

ي وامكانيات تطويره Retrieved 4 25, 2018, from .(.n.d) .عوض, أ. ر
وب   :مستقبل اإلعالم اإللكب 

https://samanews.ps/ar/post/334725/%D9%85%D8%B3%D8%AA%D9%82%D8%A8%D9%84-

%D8%A7%D9%84%D8%A5%D8%B9%D9%84%D8%A7%D9%85-

%D8%A7%D9%84%D8%A5%D9%84%D9%83%D8%AA%D8%B1%D9%88%D9%86%D9%8A-

%D9%88%D8%A5%D9%85%D9%83%D8%A7%D9%86%D9%8A%D8%A7%D8%AA-uu 

, ر. ) ي ي النتخابات الجماعية والجهوية (. شبكات2017قطب 
ي ف  التواصل اإلجتماعي والمشاركة السياسية للشباب المغرب  . Retrieved 

from https://bit.ly/2IAwbDo 

(. العرص الرقمي وثورة المعلومات. تأليف محمد صالح سالم، العرص الرقمي وثورة المعلومات )صفحة 2002محمد صالح سالم. )

اسات والبحوث اإلنسانية و اإلجتماعية(. القاهرة: عير  للدر 77  . 

اير  2019مسعود, ا. ب. ) 7, فب  ). Retrieved  2019, 27ايلول , from https://bit.ly/2MnRDwo 

 : وسائل التواصل اإلجتماعي وأثرها عىل الفرد والمجتمع Retrieved 6 8, 2014, from .(.n.d) .هندي, ع. ر

https://www.academia.edu/29616133/%D9%88%D8%B3%D8%A7%D8%A6%D9%84_%D8%A7%D9%84%

D8%AA%D9%88%D8%A7%D8%B5%D9%84_%D8%A7%D9%84%D8%A7%D8%AC%D8%AA%D9%85%D8%

A7%D8%B9%D9%8A_%D9%88%D8%A3%D8%AB%D8%B1%D9%87%D8%A7_%D8%B9%D9%84%D9%89_

%D8%A7%D9%84%D9%81%D8%B1%D8%AF_%D9%8 

جتماعي وأثرها عىل الفرد والمجتمعوسائل التواصل اإل  .(.n.d) .هندي, ع . Retrieved  2019, 4اكتوبر , from 

https://bit.ly/2itRBYP 



 


